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Internet	  Censorship	  
•  The	  Internet	  is	  a	  big	  threat	  to	  repressive	  regimes!	  

•  Repressive	  regimes	  censor	  the	  Internet:	  
•  IP	  filtering,	  DNS	  hijacking,	  Deep	  packet-‐inspecFon,	  etc.	  
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DS

S	  
20
13
	  

2	  



New	  stage	  in	  the	  arms	  race	  
•  The	  threat	  model	  has	  changed	  

Ø Past:	  detect	  circumvenFon	  end-‐points	  
Ø Now:	  detect	  circumvenFon	  traffic	  also	  

We	  need	  traffic	  unobservability	  
against	  passive,	  ac8ve,	  or	  proac8ve	  analysis	  
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A	  recent	  approach	  

•  A	  promising	  approach:	  hide	  circumvenFon	  traffic	  within	  
popular	  Internet	  protocols	  
•  Censors	  are	  unlikely	  to	  completely	  block	  that	  protocol	  	  

•  A	  new	  trend:	  mimic	  the	  target	  protocol	  
•  SkypeMorph,	  StegoTorus,	  and	  CensorSpoofer	  (CCS’12)	  

•  It’s	  hard	  to	  imitate	  network	  protocols	  
The	  Parrot	  is	  Dead:	  Observing	  Unobservable	  Network	  

Communica3ons	  [Oakland’13]	  
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Our	  approach	  
•  We	  seek	  the	  same	  objecFve,	  but	  take	  a	  different	  approach:	  

Run	  the	  target	  protocol	  

•  By	  running	  the	  target	  protocol	  no	  need	  to	  worry	  about	  
implementaFon	  quirks,	  bugs,	  protocol	  details	  	  

•  Challenge:	  how	  to	  efficiently	  encapsulate	  traffic	  into	  the	  target	  
protocol	  	  
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FreeWave:	  IP	  over	  Voice-‐over-‐IP	  
•  Target	  protocol:	  Voice-‐over	  IP	  (VoIP)	  

•  Why	  VoIP	  
•  Widely	  used	  protocol	  (only	  663	  Million	  Skype	  users)	  

•  Collateral	  damage	  to	  block	  

•  Encrypted	  

•  How	  to	  hide?	  
•  The	  dial-‐up	  modems	  are	  back!	  
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FreeWave	  architecture	  	  
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System	  components	  
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MoDem	  component	  
•  A	  typical	  acousFc	  modem	  
•  QAM	  modulaFon	  

•  Reliable	  transmission	  
•  Turbo	  codes	  
•  Use	  Preambles	   N
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Evaluations	  

Client location
MoDem parameters

Data rate
Packet

Q 1/T RC drop rate
Berlin, Germany 4 8 kHz 0.5 16000 bps 0

Frankfurt, Germany 4 8 kHz 0.5 16000 bps 0
Paris, France 4 8 kHz 0.5 16000 bps 0

Maidenhead, UK 4 8 kHz 0.5 16000 bps 0
Manchester, UK 4 8 kHz 0.5 16000 bps 0

Lodz, Poland 4 8 kHz 0.5 16000 bps 0.06
Chicago, IL 4 9.6 kHz 0.5 19200 bps 0.01

San Diego, CA 4 9.6 kHz 0.469 18000 bps 0

Table I
EVALUATION RESULTS OF FREEWAVE.

to a typical Skype call: In a typical Skype call, when one
side of the connection is in the Skype-Speak state the other
side is usually in the Skype-Silent state (i.e., listening to
the other side). In a FreeWave over Skype call, also, when
one side of the connection is sending data the other side is
usually idle, e.g., a web traffic is a serious of HTTP GET
and HTTP RESPONSE messages that appear in a sequence.
Furthermore, simple modifications can be made to FreeWave
client and server software in order to better hide its traffic
pattern; for instance, one side can stop sending data if the
other side is sending data, or a dummy audio can be sent
if both sides have been silent for a long time. Once again,
note that this is only required if FreeWave is deployed on a
VoIP system that uses a variable-length audio codec.

IX. COMPARISON WITH SIMILAR SYSTEMS

Recently, there have been two proposals for censorship
circumvention that, similar to FreeWave, use the openness
of VoIP to evade censorship. Due to their similarity with
FreeWave we describe the advantages of FreeWave over
them in this section.

A. SkypeMorph

SkypeMorph [28] is a pluggable transport [24] for Tor.
SkypeMorph is designed to obfuscate the connections be-
tween Tor [8] users and Tor bridges [15] so that they look
like legitimate Skype traffic. The main goal of SkypeMorph
is to make it hard for a censor to distinguish between
obfuscated Tor bridge connections and actual Skype calls
using deep-packet inspection and statistical traffic analysis.
A big implementation-wise difference with our proposal
is that SkypeMorph does not completely run, but mimics,
Skype, whereas FreeWave runs the target VoIP protocol in
its entirety. FreeWave has the following main advantages
over SkypeMorph:

Server obfuscation: Similar to the most of existing
obfuscation-based techniques, SkypeMorph only provides
traffic obfuscation, but it does not provide server obfus-
cation. A censor may not be able to identify SkypeMorph
traffic through statistical analysis, since SkypeMorph shapes
it to look like a regular Skype traffic. However, if a censor
discovers the IP address of a SkypeMorph Tor bridge, e.g.,

through bridge enumeration [16], [17], SkypeMorph’s ob-
fuscations does not provide any protection since the censor
can easily block its traffic by IP addresses matching. As
an indication to the severity of this problem, the Chinese
censors were able to enumerate all bridges in under a month
[30]. Once a Tor bridge is known to a censor, SkypeMorph
is not able to provide any protection.

On the other hand, FreeWave provides server obfuscation
in addition to traffic obfuscation. Instead of morphing the
traffic into VoIP, FreeWave uses the overlay network of
VoIP systems to route the connections among users and
servers. As a result, FreeWave’s VoIP traffic gets relayed
by “oblivious” VoIP nodes, hiding the identity (e.g., the
IP address) of the FreeWave server. Even a censor who
knows the IP address of a FreeWave server will not be
able to identify and/or block client connections to that
server, since these connections do not go directly to the
server. For instance, if Skype is used by FreeWave the
FreeWave connections get relayed by Skype supernodes,
which are oblivious Skype users residing “outside” the cen-
soring ISP (please see Section IV-B for further discussion).
Note that there is not a one-to-one correspondence between
supernodes and FreeWave servers, i.e., various supernodes
relay traffic to a particular FreeWave server for different
connections. As another example, if Google Voice is used
by FreeWave, all the FreeWave connections get relayed by
Google servers, hiding FreeWave servers’ IP addresses. Note
that we assume that VoIP connections are also encrypted.

Comprehensive traffic obfuscation SkypeMorph shapes
Tor traffic into Skype calls, but it does not run the actual
Skype protocol (except for the Skype login process) [28].
This can enable sophisticated attacks that can discriminate
SkypeMorph from Skype by finding protocol details that
are not properly imitated by SkypeMorph. For instance,
SkypeMorph fails to mimic Skype’s TCP handshake [56],
which is essential to every genuine Skype call. Also, Skype
protocol may evolve over time and SkypeMorph would need
to follow the evolution. FreeWave, on the other hand, runs
the actual VoIP protocol in its entirety, providing a more
comprehensive traffic obfuscation.

No need to pre-share secret information: SkypeMorph
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FreeWave’s	  unobservability	  
•  Comprehensive	  unobservability	  at	  the	  protocol	  level	  
	  
	  
•  Traffic	  analysis	  (packet	  rates	  and	  sizes)	  
Ø Fixed	  rate	  codecs	  (e.g.,	  G.7	  series)	  
•  Not	  an	  issue	  J	  

Ø Variable	  bit-‐rates	  (e.g.,	  Skype’s	  SILK)	  
•  Simple	  analysis	  

•  Superimpose	  with	  recoded	  conversaFon	  	  
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Pattern
FreeWave

Skype-Speak Skype-Silent
over Skype

Average packet rate (pps) 49.91 50.31 49.57
Average packet size 148.64 146.50 103.97

Minimum packet size 64 64 64
Maximum packet size 175 171 133

Table II
COMPARING COMMUNICATION PATTERNS OF REGULAR SKYPE WITH FREEWAVE-OVER-SKYPE.

needs to secretly share its Skype ID with its clients, as
well as its IP address and port number (this can be done
using Tor’s BridgeDB [57] as suggested by the authors).
Once this secret information is disclosed to a censor (e.g.,
through bridge enumeration) the identified Tor bridge will
need to change both its IP address and its Skype ID, as
suggested in [28], to reclaim its accessibility by clients.
FreeWave, however, does not need to share any information
with its clients: even the VoIP IDs of the FreeWave servers
are publicly advertised without compromising the provided
unobservability.

Obfuscation diversity: SkypeMorph is designed to morph
traffic only into Skype. As a result, if a censor decides to
block Skype entirely SkypeMorph will be blocked as well.
FreeWave, on the other hand, is a general infrastructure and
can be realized using a wide selection of VoIP services.
Needless to say, SkypeMorph may also be modified to mimic
other popular VoIP services, but it requires substantial effort
in understanding and analyzing the candidate VoIP system.
FreeWave, however, can be used with any VoIP service
without the need for substantial modifications.

B. CensorSpoofer

A key goal in the design of CensorSpoofer [31] is to
provide unobservability, as is the case in FreeWave. Cen-
sorSpoofer decouples upstream and downstream flows of a
connection; the upstream flow, which is supposed to be low-
volume, is steganographically hidden inside instant messages
(IM) or email messages that are sent towards the secret IM or
email addresses of the CensorSpoofer server. The IM IDs or
the email addresses of the CensorSpoofer server need to be
shared securely with clients through out-of-band channels.
The CensorSpoofer server sends the downstream flow of a
connection by spoofing a randomly chosen IP address, in
order to obfuscate its own IP address. This spoofed flow
is morphed into an encrypted VoIP protocol to obfuscate
traffic patterns as well. A CensorSpoofer client also needs
to generate “dummy” packets towards the spoofed IP address
to make the connection look bidirectional. FreeWave makes
the following contributions over CensorSpoofer:

No invitation-based bootstrapping: A new CensorSpoofer
client needs to know a trusted CensorSpoofer client in
order to bootstrap [31]. The trusted client helps the new
client to send her personalized upstream ID and SIP ID

to the CensorSpoofer server. Finding an existing, trusted
CensorSpoofer client might be challenging for many new
clients unless CensorSpoofer is widely deployed. Also note
that even an existing CensorSpoofer client needs to re-
bootstrap its CensorSpoofer connectivity if her personalized
CensorSpoofer IDs are discovered by the censors. FreeWave,
on the other hand, does not require an invitation-based
bootstrapping.

Comprehensive traffic obfuscation Unlike FreeWave and
similar to SkypeMorph, CensorSpoofer does not entirely
run the VoIP protocol. This can enable sophisticated attacks
that are able to find protocol discrepancies between Cen-
sorSpoofer and genuine VoIP traffic. Also, the use of IP
spoofing by CensorSpoofer may enable active traffic analysis
attacks that manipulate its downstream VoIP connection and
watch the server’s reaction.

Bidirectional circumvention: In CensorSpoofer VoIP con-
nections only carry the downstream part of a circumvented
connection. The upstream data are sent through low-capacity

steganographic channels inside email or instant messages
[31]. FreeWave, however, provides a high-capacity channel
for both directions of a circumvented connection.

X. OTHER RELATED WORK

Censorship circumvention systems have been evolving
continuously to keep up with the advances in censorship
technologies. Early circumventions systems simply used
network proxies [58] residing outside censorship territories,
trying to evade the simple IP address blocking and DNS
hijacking techniques enforced by pioneer censorship sys-
tems. Examples of such proxy-based circumvention tools
are DynaWeb [6], Anonymizer [9], and Freenet [59].

Proxy-based circumvention tools lost their effectiveness
with the advent of more sophisticated censorship technolo-
gies such as deep-packet inspection [2], [3]. Deep-packet
inspection analyzes packet contents and statistics looking
for deviations from the censor’s regulations. This has led
the circumvention tools to correspondingly sophisticate their
techniques to remain accessible to their users. Many cir-
cumvention designs seek availability by sharing some secret

information with their users so that their utilization is unob-
servable to the censors agnostic to this secret information.
In Infranet [5], for instance, a user needs to make a special,
secret sequence of HTTP requests to an Infranet server to



Server	  obfuscation	  	  
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Future	  directions	  

•  Embed	  into	  Video	  of	  VoIP	  

•  Find	  other	  protocol	  to	  tunnel	  
•  Look	  for	  beher	  efficiency	  

N
DS

S	  
20
13
	  

13	  

IP	  over	  Voice-‐over-‐IP	  Voice	  over	  IP	  over	  …	  
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